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Excessive access permissions on credential files "passwd" and "shado

Excessive access permissions on credential files
"passwd” and "shadow”

What should | do? -

Set the following permissions on the account and
password storage files. Note that if the root

- group has read or write permissions to these files,

it should only have root as member, otherwise

other accounts on the system will be able to

access the password files.

+ /etc/passwd must have read permissions to all
accounts, but write permissions to root only

dow must have read and write

permissions to root only
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Passwords are not stored as secure salted hashes
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Applicati

» /etc/gshadow must have read and write
permissions to root only

On a live system, use Is -1 <filename>to
examine file permissions. Use the following shell
commands to set the correct permissions on
each file:

Disable the U-Boot shell for production devices

In OpenSSL, verify TLS certificates on all servers
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% sudo chmod 644 /ete/passwd Bl
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Operating system password files permission violation
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$ cat repos/meta-user/recipes-images/images/core-image-minimal.bbappend
ROOTFS_POSTPROCESS_COMMAND += "set_shadow_files_permission; "
set_shadow_files permission () {

chmod 644 ${IMAGE_ROOTFS}/etc/shadow

chmod 600 ${IMAGE_ROOTFS}/etc/gshadow

chmod 600 ${IMAGE_ROOTFS}/etc/passwd
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